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https://www.huffingtonpost.in/2017/05/24/in-two-villages-in-up-and-rajasthean-Aadhaar-cards-have-a-story_a_22106535/?utm_hp_ref=in-Aadhaar-card
https://www.huffingtonpost.in/2017/05/24/in-two-villages-in-up-and-rajasthean-Aadhaar-cards-have-a-story_a_22106535/?utm_hp_ref=in-Aadhaar-card
https://www.huffingtonpost.in/2017/05/24/in-two-villages-in-up-and-rajasthean-Aadhaar-cards-have-a-story_a_22106535/?utm_hp_ref=in-Aadhaar-card
https://www.huffingtonpost.in/2017/05/24/in-two-villages-in-up-and-rajasthean-Aadhaar-cards-have-a-story_a_22106535/?utm_hp_ref=in-Aadhaar-card
https://www.huffingtonpost.in/2017/05/24/in-two-villages-in-up-and-rajasthean-Aadhaar-cards-have-a-story_a_22106535/?utm_hp_ref=in-Aadhaar-card

Is the alleged attack
legitimate given what

Isthealleged | Isthealleged | Is the alleged nate glvon wha
Article Title Attack Name/S.No. lttack a breach of [attack a breach of | attack a breach of A Reason Comments
Confidentiality? | Integrity? AVAIBIY? | o (ves,
No, Unsure)
UIDAI ook action against this aftack, which suggests that t s legitmate. However dus to lack of
An T graduate has been arrested for ilegally | An IIT graduate has been arrested for llegally | :
e e o R e oo R Yes No No Yes information in the article about how this attack was carried out, we cannot rate on the basis of our
f the Aadhaar system.
We know that this is a legitmate attack sinoe the UIDAI has confirmed this breach of data
UIDAI reveals 210 govt websites made Aadhaar | UIDAI reveals 210 govt websites made Aadhaar confidentiality through an RTI (Right to Information) request. It is important to note that the UIDAI
etais pubiic, i deails public, did Yes No No Yes itsel id not leak this data. It was posted on the websites of over 200 ceniral government, state
not specify when breach took place not specify when breach took place government and educational nstututes. I is stil unclear s to how they had accessed the
Aadhaar data.
[Three Gujarat websites including government portal | Three Gujarat websites including government Yes o o Yes The Ministry of Electronics and Information Technology confirmed the attack. Even though this is
made Aadhaar details public portal made Aadhaar details public ot an attack on UIDAI, this would not have happened had Aadhaar not existed.
n Two Vilages In UP And Rajasthan, Aadhaar | In Two Vilages In UP And Rajasthan, Aadhaar Human error n a large-scale and mulistakeholder system is definitely possible. n this case, the
Gards Have A Story To Tell: Almost Everyone's | Gards Have A Story To Tell: Amost Everyone's No Yes No Yes enrollment offcer i not il i the detais correctly for some people who had submitted their date
Bom On The Same Day o On The Same Day f birth documents.
This Uzbek National Was Arrested Last Year With. [This Uzbek National Was Arrested Last Year With The Aadhaar card is meant or ciizens and residents. This can be considered as an attack fthe | 1168 therfefines esidency os, 'An ovidus wh 125,
An Aadhaar Card Believed To Be Forged. Its Stll_|An Aadhaar Card Believed To Be Forged. Its Stil No Yes No Yes documents given during enrollment are fake/forged. That information has not been provided in :
Valid On The UIDAI Website Valid On The UIDAI Website the article days or more in the 12 months immediately preceding the date
of application for enrolment."
Pak National with Aadhaar Card Arrested from | Pak National with Aadhaar Card Arrested from o os o F— ‘Same as above. In addtion, we don' know ifthis Aadhaar card was valid on the UIDAI webste Samo a5 abore
isalmer Air Base isalmer Alr Base or all we know, tis could be a py of this Aadhaar.
Fake documents, forged gazetted letters used to | Fake documents, forged gazetted letters used o o os o Yoo There is a possiblfy of human error or laziness that can seep in resulting in people with fake
enrol for Aadhaar rol for Aadh cuments being enrolled in the Aadhaar system
SBI alleges Aadnaar data breach; UIDAI says | SB alleges Aadhaar data breach; UIDAI says o o e Both UIDAI and SBI agreed to the fact that "mulple station IDs" that were atiributed (o one
ase fully secure database fully securs enrolment operator. This itself can allow for the creation of multple fake Aachaar enroliments.
UIDAI Blackiists Centre That Leaked Aadhaar -
e e o Loaked Leak of MSD's Aadhaar Data Yes No No Yes Human error with regards to the enrollment officer/agency
Rs 500, 10 minutes, and you have access (0 bilon UIDAT sued The Trbune fr exposing 4 afack and gefing access o s eaked daa. Tis
‘Aachaar details llegal access to the data Yes No No Yes iggests that t is a real attack on the databa
WikiLeaks hints at CIA access to Aadhaar data, e Bomai Fadwar s no way ofcommuriting ver e naret o 72 asal 75
offi y CIA having all Aadhaar biometric information Yes No No No not ikely that the Aadhaar software will send the information over to the CIA.
Indane Leaked Millons of Aadhaar Numbers,
od Milons of nadnaar N Same as the tite Yes No No Yes Same as above
Hackers bypassed the fingerprint biometric
Fake Aachaar card network busted in Kanpur system by successuly copying legitimate No Yes No Yes Tampering of the source code is possible with physical acoess to an enrolment clent and an
e operator's fingerprints.
ngerprints
‘Aadhaar Operator's Biomelrics Stolen & Misused, | Hackers gol the biomelric of an Aadhaar [Same as above. In adaition, the accused are not selling a tampered version of the source code to
No Yes No Yes
UIDAI Documents Prove rolment agent others
/A software patoh, which can be bought for as lile
. Itis uniikely that the iris scanner can be fooled with a photograph of a registered operator. I at al
Big data breach! Aadhaar software hack raises Rs. 2,500 - reportedly allows unauthorised : the " !
e e o No Yes No Unsure this is possible, it would require a photograph of an operator n a very specifc pose, which would
be dificult to obtain
rate Aadhaar numbers:
Properly papers which have all the Aadhaar
IHow a SIM Card Operator in Hyderabad Apparently | relevent information can be acuired for Ves o o Yes Ho go th information o ofher soures bt the Aadhaarnfasircture should be iong
Created His Own Aadhaar Database extremely low rates by anyone and used to check ugh to not accept biometics that are not lve.
the Aachaar database.
‘Aadhaar data of a person can be seen f one has,
Aadhar data: French hacker exposes flaws in s | physical access o someone’s device. There is a
‘Android app, asks people notto use it certain level of tech expertise required o access Yes No No Yes The video shows how this is possible.
this information.
‘Aadhaar data of enrolement agents lke
Itis unlikely that the irs scanner can be fooled with a photograph of a egistered operator. If at all
(Cracked Aadhaar enrollment and updation software | __ biometrics is bypassed along with their No Yes No Unsure this is possible, it would require a photograph of an operator in a very specific pose, which would
for sale on the black market: Report geolocation to mimic their behaviour n order to Ograph of an operal
produce fake Aadhaar data
Any admin can add someono else as an admin
Aadhaar's Dirty Secret Is Out, Anyone Can Be  [who has the right to see any information as stored Ye Ye ve e Abhcess‘ ‘lo Aj%haar :elw\s after enrollment or :plda‘;‘o" requires, Aacccesls to mle CIDR. The;e{hore‘
dded as a Data Admin in the Aadhaar database. This new admin then s e s e ! ‘d‘s ot pm"‘s":a" :‘smﬂ' a:ac CHIEFE{"JEIW&‘;; iy e‘ma e(;“p:as'se tb?‘
has the right to do the same. nadequate protection against insider attacks on fata. Thus making this attack a possibilty.
‘Someone got Aadhaar login delals of an
enrolment operator along with their finger print
Since the enrollment officer is the focal point of information enirylupdation, t s possible for this
Aadhaar card tampering racket busted in Surat | They then sold it o two people who used those Yes Yes No Yes
O e ane alleged attack to take place ifthe login delails (incuding fingerprint) o the offcer s forged
charged money for it
This attack needs multiple breaches to be performed: faking fingerprints, failed de-duplication,
sdhaar Card Tssu e A A dog was issued an Aachaar number by an .
Aadhaar Card Issued to a Dog, Owner Arrested o No Yes No No human error (egligence). This seerns o be like just an Aadhaar on which someone has
‘Radhaar biomelric data breach riggers privacy | Aadhaar biomelric dala breach tiggers privacy
concerns oncerns No Privacy
Suspends eKYC licence of Bhart Airtel,
Airtel Payments Bank over violation of Aadhaar Act llegal opening of bank account No Privacy
[Access to the Aadhaar database, apart from the necessary UIDAI authorities must be gotten only
for special cases through a judicial process. I this is mel, then this should not be considered an
Fingerprints, Aadhaar and Law Enforcement A | Police has partial Aadhaar access for biometric attack. The Srikrishna draft mentions these cases but since it has not been passed yet, we
Deadly Cocktal Is in the Making scans of criminals Yes No No Unsure cannol be sure whether (o term this as a legiimate attack Privacy
Cyber Cafes n particular being allowd (o gather
Aadhaar Privacy Tssues Extend Beyond the Security | Aadhaar information and store it in their secure’
of Its Biometric Database database for an yearis a clear breach of privacy/ Yes No No No Privacy
The CEO (unintentionally) proves that Aachaar is This attack shows that, athough "CIA” s not breached, questions can stl be raised about the
UIDAI GEO Gave Tho Supreme Court i Aachaar | ctvely keoping rak of any authnicaion dono very concept of Aachaar In providing the government a way to track the activiies of the cilzens
Logs. Now Titter Knows Everything About Him  AUA, internal or otherwise. No No No Yes of India Privacy
This is not an attack on Aadhaar. The Election
Commission linked some voter ID cards to
Scroll Investigation: How your Voter 1D was linked | Aadhaar numbers but that does nothing to |Aadhaar numbers wers retrieved by the Election Commission from people who were enroling for
to Aadhaar without your knowledge or consent anyone. No No No No Aachaar. Privacy
‘About 500 missing children traced through This is not an attack on Aadhaar, but it does,
Aadhaar; UIDAT suggest that Aadhaar is racking us Yes Yes No No Privacy
: " The company had slored aadhaar detais of multple residents. Allhough we do not know whether
IDAL Police suspicion that Aadhaar data stolen | The government has information of ll people in Yes No No No this data has come from the UIDAI's CIDR or not, tis safe to say that access to these multple
s 9 aadhaar detais should be considered as an attack Privacy
TOTAL 10 8 1 16




Cost (Time and

Level of Safeguard by

F y (ease
repeating by the threat

Attack Name Threat Actor  |Resources) - UIDAI infra. against this Comments Mitigation Strategy Bucket Kind/Attack Type
Wodrom Hign attack ctor given cost and
safeguard)
The costs medim bocauso vt evryene an b o aHack W 199957 orong st socurty siancarcs o UIDA
A0 T greduate b been arested o legaly 2225510 | rgcicrEsport | Medum Low Mecium e Lovol ffeasiiy s Low bacause UIDAT it ansurs hal s porne h . | 22T 1tions e organislionssove Servr Hacking
a i @ secur siructure Leading o many possie vulnrabiies i uure o, st sty e
UIDAI reveals 210 govt websites made Aadhaar detalls
. di Unsure Unsure Unsure Unsure Unsure about the mefrics since the appropriate information was not made public. Unsure Infrastrcture Loophole.
not specify when breach took place
Log data entered by the enroling officers, which
In Two Villages In UP And Rajasthan, Aadhaar Cards o lovolof safeguard s fow sinco i e scapa to o out attacks (or, mistakos) by | ¢ Under random externalaucits so as to ensure,
Have A Story To Tell: Amost Everyone's Bom On The | Enrolment Agent Low Low Medium i o b thes cobt Aihaer Archioei ¥ |or minimise, the fear of human error. Have stricter Infrastructure Loophole
Same Day Imeasures for a registrar to be able to enol ciizens
and accepting documents
The cost s medium since the threat acor would need access (o an enroliment
SBl alleges Aadhaar data breach; UIDAI says database offcers login and biometrics as well as be a techical exper
cur Technical Expert Medium Medium Low Level of safeguard is medium because UIDAI can detect this due to multple IDs. Server Hacking, Infrasiructure Loophole
being created.
indane leaked millons of Aadhaar numbers: French
ocuriy researcher Technical Expert Medium Low Medium Same as attack 1 Same as attack 1 Server Hacking
UIDAI Blackists Centre That Leaked Aadhaar Details of M | ¢~ " - " The level of safequard fs medium since the contract of the agency has been o tovel o fnes (& disncentvin . o
Dhoni for 10 Years Enrolemnt Agent Lo Mediu High cancelled and further investigation is underway to look for further fines. Higher level offines to disincentivize such errors. Infrastructure Loophole
Technical Experts
or individual with The authentication to go into the system as a ros
Ro 500, 10 minute, and you hiave access o bikon | 2ccsse o g Tris attack requires login information of personnel high up in the hefrarchy of UIDAL. | ich i seems these people had) should only be
High Low Low Moreover, there needs to be access to the account of those who can assign more Server Hack
ihaar details credentials or e o e o oo llowed after mutiple changing real i
Ihigh rankmg offcal authentications like OTP o iis scans.
Betler hardware should be used. The fingerprint
The costis medium since the person needs access o the biomeric information of
Jscanner should be of better quality and irs scanner | Infrastructural Loophole, Subpar
Fake Aadhaar card network busted in Kanpur Technical Expert Medium Medium Low a evolment agetdong wih he tchnicelexpartseto b sl o ool 0GP |CECUE, Lt ol e arero e ophe
fool.
Wodu: The ropert sugget f cots round R 001>
perirom the attack, howover, ttakes significant timo to Experts in Medium Low Medium The attack was detected by UIDAI and was also dealt with. What could've been | Better biometric hardware and better security for | Infrastructural Loophole, Subpar
pi make e dgtalsnatresou o pysial | Bomelnchacking better would be to detect who actaully used this person's information. ‘Aadhaar operators so their accounts are secure. Hardware
The cost s medium. The report suggesTs Il costs around Rs.100 per aadhaar
number to perfrom the attack, however it takes some effort to make a digital copy of
Physcasnaure. Theaock s et by Achaar but i nt an atac | The gt scaners st b ofs er ity
How a SIM Card Operatorn Hyderabed Apparenty | Dighaly Literate a @ fingerpr o oesc jven to iis scanners
ated His Own Aadhaar Database Gilizen Medium Low Medium osre-senig sendors ve een orumvened 2 Simiar way in the since i scans are o cammony ound o easty Subpar Hardware
wall (Apple) For  persen who s not peroring a aroated atack. he foacanily icable
adium sincs s relaivey casy 1o colct i informalion fiom physical
‘documents. However, that requires significant time and effort
The cost s medium since the person should have physical access (o the devics,
neit passuord,and he e shouldNave the app and Aadhaa dta. The vl of
Ahacker; a tech- sateguard s nane since ws ar unsure Whaher UIDAI hesfaad thisssue Tre
Aadhasr dsta;Franch hackerexposes flaws i s Ancroid | sawy person who Medium None Low feasibilty i low since getting physical access to the phone ant g their | Make better apps. The feel of the app tself shows Server Hack
app, asks people not o use i can replicate the. sword i robable. In a Someone has s normation, hey | the cually of developers thet have developed 1.
video in real ffo have much more of a person's information avalable 1o the than just Aadhaar. This
includes: their phone number, their emails, their location history (which includes their
house location).
The cost s low since If he gazetled officer gives In, 1L 1s very easy (o be inducted | This document mentions tha the verifier does not
People having o the CIDR evenifthe person s legfimate. The lvel o sfeguard s tone e 1 variy the document 3 notry or gaztied
Fake documents, forged gazetted letters used to enrol for | personal contacts Low None High e thy assume tha a Gazeted Offcrs signalureon a doc ficer has attested it This rule may need (o be nfrastructure Loophole
Aadhaar with Gazetied o \agmmale i very oasibe S i atack s based on conectons wih a Ganetod changed o egain conirl over legimacy of P
Officers. ficr, uhich s qute probabe. s mgarant o nolo it s s not UIDATs misake ‘documents. htps://www.uidai.ov.
{ that Gazetted officer's mistake. e votter 6125015.p01
This Uzbek National Was Arrested Last Year With An | Foreign nationals [This s a legitmate attack amy iffake documents proving residentship were provided | _ Ensure muliple document verification checks
Aadhaar Card Believed To Be Forged. Its Stil Valid On | wantin Low Low Medium during enrolment. The cost, level of safeguard and feasibilty is according to this |~ during enrolment. Documents of residentship Infrastructure Loophole
The UIDAI Website Indian residentship assumption. nnot be taken at face value.
Regular changing of login details of enrolment
T e e s arerirs b eSS vt US98 | s Lo, s
‘Aadhaar card tampering racket busted in Surat access to an Medium High Medium e oot n tacked for to give out their data. Better quality biometric rriweiaskanis
enriment offcor e maco simutaneousl fom wo Gorentpiacos, then il be fagged. | |"e1OVere lalcenro e oced by rubber stams.
. The UIDAI should ensure that its agencies are
This is as Issue caused due to the lack of security of UIDAT's partner organisation
Anyone with keeping Aadhaar details more secure. Essenialy,
Thveo Gujarat websiesincluding goverment ortal made (the Gujarat websites in this case). Since Aadhaar information was made public,
‘Aadhaar details public access lo these Low Low High lanyone with access to the internet and to these sites could potentially view and store | 112¥ should not be stored in plain text and be only Infrastructural Loophole
‘websites e e ohes oo available to concerned parties. A citizen A’ should
purp ot get access to the information of citizen ‘B
There should be stricter rules on the use of this
UIDA Poics suspicion that Aachaar data sclen was Third Pary . N " The safeguard s medusinge UIDA! st abil (o raw when and where s at, Jus havig th daa st mean i can bo .
o Organioatin ow fedium edium partner organisations are using this easabilty is low since these partner d with oophole
organisations risk a lawsuit with UIDA If caught UIDAL Signfcant it meosures ol
disincentivize the misuse of this data.
The process of making an admin could be
Aadhaar's Dirty Secret Is Out, Anyone Can Be Added as a | Insider Attack Low Low Low We do not know who exact i an adin oftis system and what s the offical | 4 (1% PLocess of nekng a0 agmi oulebe nfastnucural Loaphole

imin

(Administrator)

procedure in the background to make someone else an admin.

isure one agent cannot compromise it

Server Hacking = Hacking
UIDAI partne org. storage

Infrastructural Loophole = Going
through estabilished UIDAI
channels to access private

information.

‘Subpar Hardware = UIDAI

approved hardware fooled by

extemal entiies Into approving
false biomerics.




Privacy Breach Name

Threat Actor

Reason

Breach Type

Aadhaar biometric data breach triggers privacy concerns

Authentication
Agent/UIDAIls Partner
organisation

The identity of a resident was derived using an illegal copy of the Aadhaar
database that was stored by the partner organisation. Since the identity of
the resident was compromised and misused (through multiple illegal
authentication requests), we consider this a privacy breach.

llegal Storage

For this not to be a privacy breach, the partner organisation must not be
able to hold or copy the data given during authentication unless UIDAI
provides them with the same (with resident consent). Therefore, data
captured by the biometric and input devices should be immediately
encrypted such that partner organisations cannot identify any specific
individual in the database. Alternatively, an One-Time-Password (OTP)

should be sent to the registered number for each request.

UIDAI suspends eKYC licence of Bharti Airtel, Airtel Payments Bank over
violation of Aadhaar Act

Authentication
Agent/UIDAIs Partner

The parnter organisation had identified individuals and created new bank
accounts for the same without informed and explicit consent. Similar to
above.

lllegal Storage

Same as above.

Fingerprints, Aadhaar and Law Enforcement — A Deadly Cocktail Is in the
Making

Centre/State
Government Agencies

The National Crime Records Bureau (NCRB) was seeking permission for
limited access to biometrics in the aadhaar database to investigate crime
and trace unidentified bodies. Although these are genuine use cases, there
is a threat of state surveilence that can be used to identify and trace any
resident who's information is in the system.

Database Access

For analysis, privacy should be used. In
cases wherin it is imperitive to identify the person there should be a legal
procedure even if the requesting entity is a high ranking official. Structural
measures should be maintained to prevent the tracing of these individuals
even after the police has used the information for the purpose requested
|This is a case of serveillance and cannot/shouldn't come under the purview
of UIDAI themselves.

UIDAI CEO Gave The Supreme Court His Aadhaar Logs, Now Twitter
Knows Everything About Him

Internal Agent

UIDAI requires AUAs to store authentication logs for over two years which
can be extended to five years if needed. A high ranking official in the UIDAI
can get access to this information, which they did.

Log Access

To get access to Authentication data, there should be a legal procedure
even if the requesting entity is a high ranking official. This is a case of
serveillance and cannot/shouldn't come under the purview of UIDAI
themselves.

The National Electoral Roll Purification and Authentication Programme
aimed to use Aadhaar linking to remove duplicate names from voter lists.
The linking of these two IDs could lead to linkage attacks that threaten
individual privacy.

Centre/State
Government Agencies

The parnter organisation had identified individuals and linked their voter
and Aadhaar IDs for the same without informed and explicit consent.
Similar to breach 4.

Database Access

Same as Breach 4

Three Gujarat websites including government portal made Aadhaar details
public

UIDAI Partner

The organisation did not encrypt the data while storing, which could lead to
the i of indivi i

in the publicly database.

Database Access

Higher penalty for storing Aadhaar information in plaintext so as to
disincentivize these actions. Random audits should done by UIDAI and
external agencies.

How a SIM Card Operator in Hyderabad Apparently Created His Own
Aadhaar Database

Digitally Literate Citizen

By creating his own database using information from physical records, he
was able to identify individuals and create SIM cards in their name through

Physical Records

Aadhaar numbers shouldn't be mentioned on physical records.

Aadhaar
UIDAI Blacklists Centre That Leaked Aadhaar Details of M S Dhoni for 10 One instance of the database was made public with the identity of the . This can be attributed to human error. Awareness on privacy and digital
Years Enroliment Agency individual Physical Records identity can help mitigate this.
Centre/State This is definitely a positive use case for Aadhaar, but it poses the risk of This will always be a privacy breach since the purpose is to identify the
About 500 missing children traced through Aadhaar: UIDAI Government Agencies state surveilence. Database Access individual.

UIDAI: Police suspicion that Aadhaar data stolen was unfounded

Third Party Organisation

The organisation had illegally stored Aadhaar information that can be used
to identify an individual in the database.

lllegal Storage

The agency got this information through some UIDAI partner organization.
The organization should not be allowed to dilvuge any Aadhaar information

without proper




